THE BILL'S PROGRESS
It is the Permanent Secretary who at present stands at the apex of the pyramid and plays the pivotal role in gathering and co-ordinating information and advice for (as an example, the application for the US National Science Foundation scholarship is almost completely on-line). Industry even speculates about widespread electronic commerce in which the public will make transactional purchases on-line. However, all of these promising developments will require the electronic equivalent of a signature that performs two primary functions (in addition to confidentiality, requiring cryptographic solutions). since $1,000 can easily become $10,000.
BACKGROUND READING
For background information on the operation of digital signatures, reader should consult the works of Daniel Greenwood, Wyrough, Bradford Biddle, A Michael Froomkin or any basic cryptography primer.
ESTABLISHING A LEGAL FRAMEWORK
Fortunately, digital signatures using public-key cryptography techniques can achieve the two requirements above. From a technical standpoint, digital signatures can prevent a person from falsely claiming that they never sent the message or that the message was altered, a quality called non-repudiation (Charles Merrill, 'An Attorney's Roadmap to the Digital Signature Guidelines' Electronic Banking and Law Report, September 1996, p. 13). However, technical non-repudiation does not automatically translate into legal non-repudiation. If a person uses a digital signature to sign an electronic agreement, it is not necessarily legally binding or enforceable. The law must first recognise the validity of digital signatures, and then it must provide a framework defining the relationships among the various parties (signer, recipient, third parties, etc.). A legal framework will allow judicial systems to uniformly and appropriately attribute liability and accountability.
LEGISLATE EXPEDIENTLY BUT CAUTIOUSLY
Industry and the public will be reluctant to develop electronic commerce under a cloud of legal certainty. Without a proper legal framework, parties will be exposed to unknown and potentially undesirable risks, discouraging their participation.
For example, if a hacker forges a person's digital signature, to that extent they are liable (A Michael Froomkin, 'The Essential Role of Trusted Third Parties in Electronic Commerce ', Oregon Law Review 49, 1996) . Governments should act swiftly to create the policies and laws required by digital signatures. Case law should play a role, but its development is typically inconsistent, expensive and slow, providing little solace to parties wishing to assess their risk and liability. As a minimum, legislators should develop basic principles to direct and channel the judiciary, who will then flesh out the specifics. 
RECENT INITIATIVES

CO-ORDINATED EFFORTS
Whether through the UN, World Trade Organization (WTO) or some other international body, governments should attempt to adopt uniform digital signature laws uniformly, as required by electronic commerce. This organization should review two avenues for co-ordinating digital signature legislation:
(i) endorsing an existing national, US state or model law and
